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Unsecure Communication

Come to see my 
latest invention!

See you at 3pm 
at the library.

Gaston

Come to see my 
latest invention!

See you at 3pm 
at the library.

Gaston
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Confidential Communication

Come to see my 
latest invention!

See you at 3pm 
at the library.

Gaston

Come to see my 
latest invention!

See you at 3pm 
at the library.

Gaston

Decryption
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Traditional Cryptanalysis

Plaintext Encryption Ciphertext
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Traditional Cryptanalysis

Plaintext CiphertextBlack Box

Find          from
(plaintext, ciphertext)
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Attacks on Smart Cards

Plaintext CiphertextFaulty
Ciphertext

Side-Channel Analysis

Fault Attacks
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Side-Channel Analysis

• First published usage: 1956 : MI5 tries to break encryption used by 

Egyptian embassy 

• First publication for smart card environment : 1996 

• Principle: Side-Channel leakages can be dependant on :

• The operations performed by the device 

• The values of the variables manipulated by these operations

• Three main kinds of leakages:

• Timing execution

• Power consumption

• Electromagnetic radiation
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Simple Side-Channel Analysis

0  1  0  1 0  1 0 0 0 0 0 0 1   1   1  0 0 0 1   1  1   1  0  1 0 1   1  0 0 0 0 1  0 0  1  1
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Differential Side-Channel Analysis

Statistical treatmentSeveral measurements Secret key

• Examples of statistical treatments:

• Distance of Means

• Pearson correlation coefficient

• If too much noise for Simple Analysis to succeed, one can apply Differential 

Analysis
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Fault Attacks

• May have been used for a long time but no proof until 1993

• Some teenagers used

• Also works on video game stations

• But manufacturers included piezo detectors �

• Nowadays, it could work on food distributors, coffee machines, electrical gates, …

+ = Free credits 
☺☺☺☺ ☺☺☺☺ ☺☺☺☺ ☺☺☺☺ ☺☺☺☺

or
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Fault Attacks

• First publication for embedded environment : 1996 

• Objectives :

• Recover secret keys

• Obtain advantageous outputs (higher balance, wrong PIN successfully 

verified, etc…)

• Execute the application with granted privileges

• How : Generate faults during code execution 

• Electrical disturbances (glitchs)

• Electromagnetic disturbances

• Light disturbances
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Fault Modelling

0 1 1 0 1 0 11 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1

0

0

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0

0 1 1 0 1 0 1

0 1 1 0 1 0 1

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

Can impact  :

• Error:

• Location : bit / byte / word (16-32 bits) / full
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Fault Modelling

0 0 0 0 0 0 0 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

1 1 1 1 1 1 1 1 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

0 1 0 1 0 0 0 1 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

With an error on 1 byte, we can obtain :

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

• Error:

• Location : bit / byte / word (16-32 bits) / full

• Modification : stuck-at 0 / stuck-at 1 / random



17/12/2012© Oberthur Technologies 2012 16

Fault Modelling

0 0 0 0 0 0 0 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 0 0 0 0 0 0

With an stuck-at 0 error on 1 byte, we can obtain :

1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 1 0 0 1 1 0 1 0 1

1 0 0 1 1 0 1 0 0 0 0 0 0 0 0 0 0 0 1 1 0 1 0 1

• Error:

• Location : bit / byte / word (16-32 bits) / full

• Modification : stuck-at 0 / stuck-at 1 / random

• Time : chosen / period of time more or less precise
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SCA-Countermeasures

• Add Noise: Increase the global consumption / radiation of the chip:

• Activate the various hardware modules even if they are not used: DES, AES, 

RSA, RNG



17/12/2012© Oberthur Technologies 2012 19

SCA-Countermeasures

• Add Desynchronisation:

• Hardware: variable clock, random dummy instructions, …

• Software: random loops, ...
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SCA-Countermeasures

… …
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SCA-Countermeasures



17/12/2012© Oberthur Technologies 2012 22

SCA-Countermeasures



17/12/2012© Oberthur Technologies 2012 23

SCA-Countermeasures
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2O-SCA Countermeasure
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2O-SCA Countermeasure
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SCA-Countermeasures
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SCA-Countermeasures



17/12/2012© Oberthur Technologies 2012 28

Agenda

• Introduction

• Countermeasures Description

• SCA-countermeasures

• FA-countermeasures

• Implementation Difficulties

• (Not So) Futuristic Attacks



17/12/2012© Oberthur Technologies 2012 29

FA-Countermeasures

• Injecting a fault requires SCA of the command to know when to disturb the 

chip execution 

� Use SCA countermeasures :

• Add noise

• Add desynchronisation
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FA-Countermeasures

Cryptographic operation

Cryptographic operation

=

Input

I want 
to find 

the secret key

Output

68sdLkjù£kj
df65g5KUE

4fos9uPrg9iè
6dskoj%F87
34dgfk9m°k6

• Main countermeasure against FA : Redundancy

• Doubling
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FA-Countermeasures

Cryptographic operation

Cryptographic operation

=

Input

I want 
to find 

the secret key

Output

68sdLkjù£kj
df65g5KUE

4fos9uPrg9iè
6dskoj%F87
34dgfk9m°k6

Inverse of the 
cryptographic operation

=

Input

I want 
to find 

the secret key

Output

68sdLkjù£kj
df65g5KUE

4fos9uPrg9iè
6dskoj%F87
34dgfk9m°k6

Cryptographic operation

• Main countermeasure against FA : Redundancy

• Doubling

• Verification
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FA-Countermeasures

Cryptographic operation

Cryptographic operation

=

Input

I want 
to find 

the secret key

Inverse of the 
cryptographic operation

=

Input

I want 
to find 

the secret key

Cryptographic operation

• Application of a generic 2O-FA:

• Doubling

• Verification

Posdjnsd8
7’éndfçzen

Cqskfz9
9édf¨£*oij
$^sdfàç” 6

Posdjnsd8
7’éndfçzen

Cqskfz9
9édf̈ £*oij
$^sdfàç”6

Faulty 
Output

Faulty 
Output
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• Application of a 2O-FA inducing the same stuck-at error:

• Doubling

• Verification

FA-Countermeasures

Cryptographic operation

Cryptographic operation

=

Input

I want 
to find 

the secret key

Inverse of the 
cryptographic operation

=

Input

I want 
to find 

the secret key

Cryptographic operation Fault 
detected 

!

Faulty 
Output

G-9édf̈ £*oij
*!:;^sdfàç”6
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FA-Countermeasures
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FA-Countermeasures
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FA-Countermeasures
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FA-Countermeasures
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Analysis of a First-Order Countermeasure
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Analysis of a Second-Order Countermeasure
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Analysis of a Second-Order Countermeasure
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Analysis of a Second-Order Countermeasure
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Analysis of a Second-Order Countermeasure
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Analysis of a Second-Order Countermeasure
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Implementation Difficulties

• First Conclusion:

• It is very difficult for a developer to adapt the security of a scheme proved to 

be secure in the HW-model into a more realistic HD-model

• First Challenge:

• Need of a generic method to convert a scheme resistant in the HW-model 

into a scheme resistant in the HD-model

• Moreover, practice is not so easy…

HD

Developer

HWLeakage model
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A Simple Microprocessor Architecture
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Possible Leakages of a Known Architecture
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R3 � R3 AND R4 and R1 � R1 XOR R6

R2

R3

R4

R5

R6

R7

R0

R1

Op1
Instruction

Op2

Op1

Op2
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R3 � R3 AND R4

R2

R5

R6

R7

R0

R1

Op1
Instruction

Op2

Op1

Op2

R3

R4

R3&R 4

R4

R3

R4

R3&R4
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Leakages:

(R3&R4) ⊕⊕⊕⊕ (R1⊕⊕⊕⊕R6)

R1 � R1 XOR R6

R2

R3&R4

R4

R5

R7

R0

Op1
Instruction

Op2

Op1

Op2

R3

R4

R3&R4

R1

R6

R1⊕⊕⊕⊕R6
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Possible Leakages of a Known Architecture
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Microprocessor Architecture

Leaks in the HD model Leaks in the HW model
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Possible Leakages of a Known Architecture

R
A

M
R

A
M

C
P

U

• Now let us observe a piece of code using RAM access:

R0 � LOAD Key

R1 � LOAD Input 

R2 � LOAD Random 

R2 � XOR R2, R1 ; R2 = Input ⊕ Random 

R0 � XOR R0, R2 ; R0 = Input ⊕ Random ⊕ Key

R0 � STORE R0

• Identify leakages when using interlaced dedicated code is a difficult task

Input 
⊕⊕⊕⊕

Key

Input 
⊕⊕⊕⊕

Key
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Possible Leakages of a Known Architecture
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• R1 � R1 ⊕ R3

R0 � R0 ⊕ R1

• Analysis: 

• R1 � XOR R1, R3

R1 = Mask 

R3 = Random

���� R1 = Mask ⊕⊕⊕⊕ Random

• R0 � XOR R0, R1

R0 = SensitiveValue ⊕⊕⊕⊕ Random

R1 = Mask ⊕⊕⊕⊕ Random

���� R0 = SensitiveValue ⊕⊕⊕⊕ Mask

SensitiveValue ⊕ Random

Random

Mask

SensitiveValue ⊕ Mask

S
ensitiveV

alue

• An example from real life:

Possible Leakages of a Known Architecture
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Implementation Difficulties

• First Conclusion:

• It is very difficult for a developer to adapt the security of a scheme prove to 
be secure in the HW-model into a more realistic HD-model

• First Challenge:

• Need of a generic method to convert a scheme resistant in the HW-model 
into a scheme resistant in the HD-model

• Moreover, practice is not so easy…

• The different modules can have different leakage models

• The leakages of the low-level hardware design can be very complex

HD Real Device

Developer

HWLeakage model
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Implementation Difficulties

• Second Conclusion:

• Implementing efficient software side-channel countermeasures requires:

• The precise architecture of the chip

• A deep analysis of the possible leakages

• If the architecture is unknown: 

• Implement second-order countermeasures to resist first-order attacks

� This does not prevent each and every kind of Hamming distance 

leakages! 

• Second Challenge: How to characterise each and every leakages of a chip ?
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Implementation Difficulties

• What about the validation?

• Code review?

Good Code Bad Code

� Difficult not to miss anything amongst 10 000 source code lines…

• Practical validation?

� Very time-costly
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Combined Attacks

• Fact: Each countermeasure is usually focused to prevent either SCA or FA

• Combined attacks: combine both kind of attacks to defeat a classical set of 

countermeasures

• Let us see an example on a “fully” secure RSA
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SPA on Multiplication Operation

Square or Mult
Random values for 

Operands

Mult A x B
Quarter of A set to 0

SPA

Mult A x B
Half of A set to 0
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RSA Implementation

Atomic loop

Signature verification

Masking
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No SPA leakage

• It seems good…

SPA on RSA Implementation
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CA on RSA Implementation

If this operation is disturbed 
such that R1 is set to 0 ?



01 0 01 1 111 1 1 1 1111 0 0

• Multiplication operations by R1 are now revealed!

• Full secret exponent obtained with only one successful fault!

CA on RSA Implementation
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CA on RSA Implementation

The fault will be detected but 
it is too late!!



The fault could be exploited even if it 
modifies only a small part of one of the 

input operands

CA on RSA Implementation
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CA on CRT-RSA Implementation

• We proved that a SCA-countermeasure must resist Fault Attacks

• Let us see that the opposite is also true

Inverse of the 
cryptographic operation

=

Input

I want 
to find 

the secret key

Output

68sdLkjù£kj
df65g5KUE

4fos9uPrg9iè
6dskoj%F87
34dgfk9m°k6

Cryptographic operation
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FA-countermeasure

CA on CRT-RSA Implementation

SCA-resistant
CRT-RSA

RSA verification Comparison OK

NOK

securityAction
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FA-countermeasure

CA on CRT-RSA Implementation

SCA-resistant
CRT-RSA

SCA-resistant
RSA verification

Comparison OK

NOK

securityAction
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CA on CRT-RSA Implementation

SCA-resistant 
CRT-RSA

FA-verification
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CA on CRT-RSA Implementation
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Conclusion and Challenges

• Conclusion:

• Adapt countermeasures proved to be secure in one model into 

another model could be a very difficult task

• A chip does not have only one leakage model!

• Countermeasures must take into account Combined Attacks

• Present challenges:

• Need for a generic method to convert a scheme resistant in the HW-

model into a scheme resistant in the HD-model

• How to characterise each and every leakage of a chip ?

• Future challenges:

• Design countermeasures which are proved to be resistant not only to 

one kind of attack but to both SCA and FA !!
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